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LIAiSON STATEMENT

to:
WAP group
from:
Wap Security GrouP (WSG)
date:
August 8, 2000

Re:
WAP signed content
Dear EFI, WTA, WSP, and ___ [ed: who else] Members,

In its attempts to provide end-to-end application layer security, WSG has identified a need for a new content type, signedContent. This format would allow a WAP gateway, Internet server, or other content originator to attach a digital signature to content sent to a WAP client, which could then verify the signature before displaying or executing the content. WSG expects signedContent to be an important piece of the WAP end-to-end security picture, since it will allow client devices to authenticate security-sensitive content.

WSG is beginning its effort to define signedContent; however, the proper use of signedContent should be determined by other WAP working groups. It is not sufficient for signedContent to be manipulated by means of WMLScript functions, but rather it must be handled according to rules embedded within applicable protocols.

WSG asks you to consider the security value that signedContent can add, and to begin deciding the rules  that will govern the relevant client behavior. The general issues for your consideration include:

· Under what circumstances will the signedContent format be expected by the client? 

· In which cases should the user be notified of  signedContent verification (either successful or unsuccessful)?

· Whose signature should the client check for when signedContent is received? Note that the distributor of the content may not be the author of the content.

Keep in mind that an attacker placed between the client and the server can remove the signature from signedContent and alter the contents before forwarding it on to the client. In this case the client will not receive the signedContent format. It is therefore important that the relevant protocols define rules for client behavior in the case that signedContent was expected but not received. 

Your efforts regarding client behavior will determine whether signedContent becomes in practice the useful security tool that WSG intends. Furthermore, your timely feedback to WSG will help ensure that signedContent is properly defined to meet the needs of secured content in WAP.

Yours sincerely,

WAP Security Group
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